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Digital watermarking is one of the most important technologies used today for copyright protection 

and authentication as well as data security in the digital domain. While many existing techniques 

perform well under certain conditions, designing a method that is both imperceptible and robust 

against various attacks remains a key challenge, especially for color images. This paper proposes 

robust color image watermarking based on Discrete Wavelet Transform (DWT) and Convolutional 

Neural Networks (CNNs). The method incorporates a U-Net architecture enhanced with Squeeze-

and-Excitation (SE) blocks and residual learning. The watermark is embedded in the High-Low 

(HL1) sub-band of the blue-difference chrominance (Cb) channel in YCbCr color space leveraging 

its lower perceptual sensitivity. A parallel extraction network is jointly trained using a hybrid loss 

function combining Mean Squared Error (MSE) and Structural Similarity Index (SSIM) to ensure 

visual quality and extraction reliability. The experiment conducted on the COCO2017 dataset thus 

shows that the proposed method can achieve a good of imperceptibility with PSNR reaching 45.35 

dB and SSIM attaining 0.996. Moreover, it can demonstrate against a variety of attacks such as noise, 

compression, filtering, rotation, and cropping. 

 KEYWORDS: Watermarking, Copyright Protection, DWT, CNN, U-Net. 

1. INTRODUCTION 

        In recent years, digital content has become highly 

vulnerable due to widespread editing tools and the rapid growth 

of online multimedia platforms, making images, audio, and video 

easy to copy, modify, or misuse, raising serious copyright and 

ownership concerns (Rai et al. 2023). A digital watermark is a 

hidden signal within an image that verifies ownership or detects 

tampering (Aberna & Agilandeeswari 2024; Darwish et al. 

2024).        It must remain imperceptible to the human eye while 

being robust enough to withstand common attacks like 

compression, noise, or filtering (Juarez-Sandoval et al. 2021; 

Zhou et al. 2021). Traditional methods such as LSB substitution 

or DCT embedding are simple and effective but often fail to 

balance invisibility and resilience against modern image 

processing or intentional attacks (Mohammed et al. 2023; Gull & 

Parah 2024; Boujerfaoui et al. 2022), motivating the 

development of smarter, adaptive solutions. 

          Consequently, recent research is increasingly adopting 

deep learning-based methods (Luo et al. 2024; Zhong et al. 

2023), particularly CNNs, which can adaptively learn 

hierarchical image features and capture complex patterns (Ben 

Jabra & Ben Farah 2024; Hosny et al. 2024; Lee et al. 2020). 

When combined with DWT, which decomposes images into sub-

bands (LL, LH, HL, HH) for multi-resolution frequency analysis 

(Lu et al. 2022), this hybrid approach leverages CNNs for spatial 

feature learning and DWT for precise frequency localization 

(Zhao et al. 2022; Boujerfaoui et al. 2022). Embedding 

watermarks in DWT sub-bands like HL1 (capturing high-

frequency edges) enhances robustness while maintaining 

invisibility, producing watermarks that are harder to detect and 

more resilient to attacks (Tavakoli et al. 2023; Benoraira et al. 

2015; Ye et al. 2023)  

        Despite advances in digital watermarking, achieving both 

imperceptibility and robustness remains challenging, especially 

for color images, which are more sensitive to distortions and have 

higher-dimensional data. Often, enhancing one property 

compromises the other. To address this trade-off, this paper 

proposes a robust color image watermarking method based on 

Discrete Wavelet Transform (DWT) and Convolutional Neural 

Networks (CNNs), using an improved U-Net architecture with 

SE blocks and residual connections. The watermark is embedded 
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in the HL1 sub-band of the Cb component within the YCbCr 

color model, taking advantage of the human visual system’s 

lower sensitivity to chrominance to balance invisibility and 

robustness. 

 Contributions of the suggested method are as follows: 

- A blind and robust color image watermarking method 

is proposed that combines Discrete Wavelet Transform 

(DWT) with Convolutional Neural Networks (CNNs). 

The watermark is embedded in the HL1 sub-band of 

the Cb channel in the YCbCr color space to enhance 

imperceptibility and robustness against distortions. 

- An enhanced U-Net architecture is employed, 

incorporating Squeeze-and-Excitation (SE) blocks to 

focus on important feature channels and residual 

connections to preserve visual details. 

- The watermark embedding and extraction are handled 

by two U-Net-based networks trained jointly. During 

training, the extraction network uses a hybrid loss 

function that combines Mean Squared Error (MSE) and 

Structural Similarity Index (SSIM), while the 

embedding network uses MSE to ensure accurate 

watermark placement. 

This paper is organized as follows. Section 2 presents a literature 

review on digital watermarking. Section 3 explains the 

theoretical foundation of the proposed method, including the 

roles of CNN and DWT. Section 4 details the watermark 

embedding and extraction procedures. Section 5 presents 

experimental results on invisibility, robustness against attacks, 

and comparisons with other methods. Finally, Section 6 

concludes the paper and suggests potential directions for future 

work. 

2. RELATED WORKS 

        This section reviews related watermarking methods 

grouped into three main categories, traditional transform-based, 

deep CNN-based, and hybrid/advanced architectures. The 

grouping facilitates clearer comparison and highlights the 

differences with the proposed method. 

Traditional Methods: 

        Early watermarking research primarily used transform-

domain techniques such as DWT, DCT, and SVD to balance 

invisibility and robustness. For instance, Benoraira et al. 

embedded watermark bits by modifying mid-frequency DCT 

coefficients within DWT sub-bands, and Abdullatif et al. used 

pseudorandom sequences in specific DWT coefficients, 

achieving high PSNR (38–40 dB) and strong resistance to 

compression, noise, and filtering without requiring the original 

image (Benoraira et al. 2015; Abdullatif et al. 2014). Later works 

enhanced these methods by combining multiple transforms and 

adding optimization or encryption; for example, Mohammed et 

al. integrated DWT, DCT, and chaotic logistic encryption for 

RGB images, while Singh and Singh, Kang et al. and Zhang and 

Wei combined DWT, DCT, and SVD, sometimes using PSO for 

embedding strength, reaching PSNR above 40 dB and robustness 

against geometric and signal processing attacks, though with 

limited rotation resilience(Mohammed et al. 2023; Singh and 

Singh 2017; Kang et al. 2018; Zhang & Wei 2019). Other studies 

like Zear et al. and Zermi et al.  addressed medical and dual 

watermarking, embedding multiple watermarks in DWT–DCT or 

DWT–SVD sub-bands to protect sensitive data while 

maintaining high PSNR and SSIM and ensuring resistance to 

noise, compression, and filtering (Zear et al. 2018; Zermi et al. 

2021). 

Deep Learning CNN-Based Methods: 

        Deep learning has greatly advanced watermarking by 

enabling models to learn embedding and extraction directly from 

data. Singh and Singh used a CNN-based encoder–decoder with 

a denoising autoencoder, improving robustness and 

imperceptibility (Singh & Singh 2024). Jamali et al. incorporated 

a CNN with an attack simulation layer, achieving PSNR above 

40 dB and high SSIM (Jamali et al. 2023). Padhi et al. proposed 

a dual invisible watermarking scheme with perceptual and 

cryptographic hashes for strong robustness while maintaining 

image quality (Padhi et al. 2024). Rai et al. combined CNN with 

ECOA, Octave Convolution, and Pyramid Feature Extraction, 

balancing accuracy and simplicity with high PSNR (54.64 dB), 

SSIM (0.97), and NC (0.98), resilient to most attacks except 

histogram equalization and content-based manipulations (Rai et 

al. 2023). Lightweight CNNs have also been explored. Lee et al.  

built a blind system for grayscale images with high 

imperceptibility, Mahapatra et al. used an autoencoder–CNN 

hybrid with low computational cost, and Subramanian et al. 

developed a lightweight autoencoder–decoder architecture, 

achieving PSNR 34.55 dB with strong imperceptibility and 

resilience (Lee et al. 2020; Mahapatra et al. 2023; Subramanian 

et al. 2021). To handle complex distortions, Ma et al. combined 

Swin Transformers with deformable CNNs and a distortion-

style-ensemble noise layer, achieving near-perfect extraction 

under most geometric attacks (Ma et al. 2024). 

Hybrid Methods: 

        Several studies have enhanced watermarking by combining 

traditional transform techniques with deep learning to improve 

robustness, imperceptibility, and capacity. Sy et al. integrated 

DWT with CNNs for image decomposition, embedding, and 

extraction, including simulated attacks during training, achieving 

high PSNR (>39 dB), near-perfect SSIM, and strong robustness 

(Sy et al. 2020). Similarly, Lu et al. and Tavakoli et al. used 

DWT within CNNs with residual learning and attack simulation, 

reaching PSNR around 40 dB and strong resistance to 

compression, noise, and cropping (Lu et al. 2022; Tavakoli et al. 

2023). Ahmadi et al. proposed ReDMark, combining FCNN with 

DCT layers and differentiable attack layers, achieving PSNR up 

to 40.24 dB, SSIM 0.987, and very low bit error rates (Ahmadi et 

al. 2020). Mahto et al. presented a hybrid framework embedding 

multiple marks in spatial and transform domains with hybrid 

optimization, encryption, and DnCNN, reaching PSNR 57.71 dB 

with high robustness (Mahto et al. 2022). Finally, Hsu and Hu 

applied QDCT with Grey Wolf Optimizer for optimal 

embedding, followed by DnCNN for quality restoration, 

maintaining high PSNR and SSIM while resisting compression, 

noise, and filtering (Hsu & Hu 2021).  

        Traditional transform-based methods are fast and easy to 

interpret but often require manual tuning and provide limited 

robustness against complex distortions. CNN-based methods are 

more adaptive and robust, yet they demand large datasets and 

high computational cost. Therefore, hybrid approaches combine 

both advantages. In this study, the proposed method uses DWT 

preprocessing and embeds the watermark in the Cb channel of 

the YCbCr space with robustness-oriented training, achieving 

better invisibility and higher PSNR/SSIM than earlier methods. 

3. PRELIMINARIES 

        In the next subsections, a brief theoretical background on 

the methods employed by the proposed methodology is presented 

to the reader. 

 

Convolutional Neural Networks (CNNs) in 

Watermarking: 

        Currently, Convolutional Neural Networks (CNNs) are 

widely used as the main deep learning architecture for image 

processing tasks, including digital watermarking (Ben Jabra & 

Ben Farah 2024), because they automatically learn hierarchical 

image features with high accuracy, improving watermark 

embedding and extraction performance (Hosny et al. 2024). 

Unlike traditional methods that depend on manual feature 

https://doi.org/10.25271/sjuoz.2026.14.2.1740
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engineering, CNN-based watermarking learns features directly 

from data, which increases robustness against common attacks 

such as compression, noise, and geometric transformations (Luo 

et al.2024). Moreover, CNNs can be trained using simulated 

attacks or adversarial strategies to remain robust under severe 

distortions (Kandi et al. 2017; Liu et al. 2019; Zhang et al.2018). 

A typical CNN watermarking model includes convolutional 

layers for feature extraction, pooling layers for reducing 

complexity and overfitting, and fully connected layers for 

producing outputs such as the watermarked image or extracted 

watermark (Rouhani et al. 2019; Lu et al. 2022), as illustrated in 

Figure (1). In addition, CNNs can learn resistance to distortions 

like JPEG compression, Gaussian noise, rotation, and cropping 

by training on attacked samples (Luo et al. 2020), making them 

practical for real-world applications (Ma et al. 2024). Finally, 

CNNs can also be combined with transform-domain techniques 

such as DWT to exploit both spatial and frequency information, 

improving imperceptibility and robustness by embedding in less 

perceptually sensitive frequency bands (Jaiswal & Pandey 

2023; Huang et al. 2019). 

 

 
Figure 1: Diagram illustrating the architecture of CNN. 

Discrete Wavelet Transform (DWT) in Watermarking: 

        The Discrete Wavelet Transform (DWT) (Mstafa 2022) is a 

multi-resolution method that converts an image from the spatial 

domain into the time-frequency domain, and it is widely used in 

image processing due to its strong energy compaction property, 

especially in denoising and compression. Since DWT provides 

both spatial and frequency information, it is highly suitable for 

digital watermarking (Giri et al. 2020). It is implemented using 

wavelet filter banks, and the Haar wavelet is one of the simplest 

and most popular choices because it is efficient and 

computationally inexpensive (Thakral & Manhas 2019). As is 

evident in Figure (2), DWT decomposes the image into four sub-

bands (LL, LH, HL, HH), where LL contains most of the image 

energy, making it unsuitable for watermark embedding due to 

noticeable distortion, while HH is highly sensitive to 

compression and attacks. Therefore, watermark embedding is 

typically performed in the HL and LH sub-bands to achieve a 

good balance between imperceptibility and robustness (Guo et al. 

2017; Yasmeen & Uddin 2021). 

 

 

Figure 1: Visualization of Single-Level 2D DWT: (a) Sub-Band 

Decomposition and (b) Image Reconstruction. 

4. PROPOSED METHOD 

        The proposed method combines DWT with CNNs via a U-

Net-based architecture to achieve effective and imperceptible 

watermarking. Images are converted to YCbCr, and embedding 

is performed only in the Cb channel to reduce visible distortion. 

The channel is decomposed into frequency sub-bands using 

DWT, and the colored logo watermark is embedded into the HL1 

coefficients through the U-Net model while preserving visual 

quality. Watermark extraction uses the same jointly trained 

architecture, making the method blind without requiring the 

original image. The CNN is enhanced with SE blocks to 

emphasize informative features and residual connections to retain 

image details. Training uses MSE for embedding accuracy and a 

hybrid loss (MSE + SSIM) to improve the quality of the extracted 

watermark. The overall framework is shown in Figure (3). 

 

 
Figure 2: Schematic representation of the suggested 

watermarking method utilizing deep learning. 

Preprocessing: 

        Before embedding, host images are resized to 128×128 

pixels and normalized to [0,1]. RGB images are converted to the 

YCbCr color space, and the Cb channel is used for embedding to 

minimize visual distortion. A two-level DWT with the bior4.4 

wavelet is applied, generating LL, LH, HL, and HH sub-bands at 

each level, and the HL1 sub-band is selected as the embedding 

domain for a balanced trade-off between imperceptibility and 

robustness. 

Watermark Embedding Method: 

        After preprocessing, the HL1 sub-band from the Cb channel 

is used to embed the watermark using a modified U-Net with 

Squeeze-and-Excitation (SE) blocks and residual connections to 

enhance feature selection and training stability. The network has 

four encoder and decoder blocks with a bottleneck; encoder 

blocks extract deep features from HL1 using 3×3 convolutions 

(64–1024 filters), batch normalization, Leaky ReLU, and max 

(a) 

(b) 
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pooling, while decoder blocks up-sample with transposed 

convolutions and skip connections.  

        The watermark is resized and encoded via a 1×1 

convolution, then concatenated with HL1 features at the 

bottleneck for deep embedding. The decoder reconstructs the 

HL1 sub-band containing the watermark, supervised by MSE 

loss, and the final watermarked image is obtained via IDWT and 

conversion back to RGB. This design integrates the watermark 

into the feature structure, preserving visual quality and enhancing 

robustness against distortions, with SE blocks ensuring the 

network focuses on relevant features (Figure 4). 

 

 
Figure 4: The watermark integration mechanism. 

Watermark Extraction Method: 

        In the proposed method, the extraction process starts from 

the HL1 sub-band of the Cb channel, obtained after applying the 

preprocessing steps on the watermarked images as described in 

Section 4.1. This sub-band is then fed into an extractor network 

based on the same U-Net architecture used for embedding, with 

Squeeze-and-Excitation (SE) blocks and residual connections to 

enhance feature learning. Gaussian noise is injected during 

training to improve robustness. 

        The extractor is trained to recover the watermark using a 

hybrid loss function that combines Mean Squared Error (MSE) 

and Structural Similarity Index (SSIM), ensuring both numerical 

accuracy and perceptual quality. By operating directly in the 

frequency domain, the model achieves efficient and reliable 

watermark retrieval. Operations can sequentially be seen 

graphically in Figure (5). 

 

 
Figure 5: Watermark recovery mechanism 

 

5. EXPERIMENTAL RESULTS AND 

DISCUSSIONS 

        This section discusses an extensive description of the 

training procedure, including the dataset used, the computing 

resources deployed, experimental findings achieved, and 

evaluation metrics adopted. 

 

 

Training and Dataset: 

        The publicly available COCO2017 dataset from Kaggle was 

used to train and evaluate the proposed watermarking method, as 

it provides diverse natural images with more than 160,000 

samples across 80 categories (Lin et al. 2014). A subset of 10,000 

images was randomly selected for training, with 250 images for 

validation and 250 for testing, then resized to 128×128 and 

normalized to [0,1], while a single-color 128×128 logo was used 

as the watermark. To improve robustness and reduce overfitting, 

on-the-fly augmentations such as random flips, brightness 

variation, and contrast adjustment were applied. The images were 

converted from RGB to YCbCr, and watermark embedding was 

performed only in the Cb channel using a two-level DWT to 

extract the HL1 sub-band, where a U-Net embedder inserted the 

watermark using MSE loss, and a U-Net extractor recovered it 

using a hybrid MSE + SSIM loss to maintain visual quality. The 

model was trained in TensorFlow with GPU acceleration using 

Adam, along with early stopping and checkpointing, and 

performance was evaluated using PSNR, SSIM, NC, and BER, 

while the main training settings are summarized in Table 1. 

Table 1: Training settings for the proposed model. 

Setting Value 

Optimizer Adam 

Learning Rate 0.0001 

Batch Size 4 

Epochs 40 

Regularization Early stopping, checkpoints 

 

Evaluation Metrics: 

        Image quality is a key criterion for evaluating any digital 

image watermarking system, providing objective evidence of its 

efficiency and reliability, while ensuring the watermark remains 

imperceptible and robust against attacks. In this study, 

watermarked image quality is assessed using Peak Signal-to-

Noise Ratio (PSNR) (Abraham & Paul 2019) and Structural 

Similarity Index Measure (SSIM) (Rajani and Kumar 2020). 

PSNR reflects the distortion introduced during embedding, 

where lower values indicate higher distortion and higher values 

indicate better transparency (Chopra et al. 2018). Typically, a 

PSNR above 30 dB is considered good, meaning the 

watermarked image closely resembles the original visually, with 

PSNR calculated as shown in Eq.1 and expressed in decibels 

(dB). 

 

𝑃𝑆𝑁𝑅 = 20 × log10 (
𝑀𝐴𝑋𝐼

√𝑀𝑆𝐸
)                           (1)           

 
 

Where: 

• MSE is the Mean Squared Error between the two 

images. 

• MAX I is the maximum possible pixel value in the 

image (which is set to 1.0 in this case). 

• PSNR is the Peak Signal-to-Noise Ratio. 

• Steps for calculation: 

The MSE is computed as: 

𝑀𝑆𝐸 =
1

𝑁
∑(

𝑁

𝑖=1

𝐼1(𝑖) − 𝐼2(𝑖))2                                 (2) 

where 𝐼1(𝑖) and 𝐼2(𝑖) are the pixel values in images 1 and 2, 

respectively, and N is the number of pixels. Then, PSNR is 

calculated using the formula above (Eq.1). 

        SSIM is used to evaluate the visual similarity between  

the original and watermarked images (Kumar & Singh2021). 

Based on the human visual system, SSIM ranges from -1 to 1, 

where 1 indicates a perfect match. In practice, distortions from 

https://doi.org/10.25271/sjuoz.2026.14.2.1740
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watermark embedding prevent a perfect score, but values closer 

to 1 indicate higher visual resemblance. The SSIM equation is 

given in (Eq.3). 

 

𝑆𝑆𝐼𝑀(𝑥, 𝑦) =
(2𝜇𝑥𝜇𝑦 + 𝐶1)(2𝜎𝑥𝑦 + 𝐶2)

(𝜇𝑥
2 + 𝜇𝑦

2 + 𝐶1)(𝜎𝑥
2 + 𝜎𝑦

2 + 𝐶2)
             (3) 

 

Where: 

• 𝑥 and 𝑦 are the two image patches that are compared. 

• 𝜇𝑥 and 𝜇𝑦 are the mean values of 𝑥 and 𝑦, 

respectively. 

• 𝜎𝑥
2 and 𝜎𝑦

2 are the variances of 𝑥 and 𝑦, respectively 

• 𝜎𝑥𝑦 s the covariance between 𝑥 and 𝑦. 

• 𝐶1 = (𝐾1𝐿)2 and 𝐶2 = (𝐾2𝐿)2 are small constants to 

avoid instability when the denominator is close to zero. 

• L is the dynamic range of the pixel values (usually 

255 for 8-bit images). 

• 𝐾1 and 𝐾2 are constants, typically set to 0.01 and 

0.03. 

 

        In addition to the previous evaluation metrics, Normalized 

Correlation (NC) (Zheng & Zhang 2020) and Bit Error Rate 

(BER) (Kang et al. 2018) were used to assess the robustness of 

the proposed method against image processing attacks. NC 

measures the similarity between the extracted and original 

watermark, ranging from 0 to 1, where 1 indicates perfect 

similarity and minimal distortion, and values near 0 indicate 

significant differences. Higher NC values reflect greater 

watermark robustness. NC is computed as in (Eq.4). 

 

𝑁𝐶 =
∑ (𝑖 𝑤𝑚original(𝑖) ⋅ 𝑤𝑚extracted(𝑖))

√∑ (𝑖 𝑤𝑚original(𝑖)2) ⋅ ∑ (𝑖 𝑤𝑚extracted(𝑖)2)

        (4) 

 

Where: 

• 𝑤𝑚original(𝑖) and 𝑤𝑚extracted(𝑖) are the pixel values of 

the original watermark and the extracted watermark at pixel 𝑖, 
respectively. 

• The numerator is the sum of the element-wise product 

of the original and extracted watermark values. 

• The denominator is the square root of the sums of the 

original and extracted watermark pixels' squared values.  

 

The BER is another measure used to evaluate the robustness of 

the proposed method, calculated as shown in (Eq.5). BER is 

defined as the number of incorrectly retrieved bits divided by the 

total embedded bits, ranging from 0 to 1. Unlike NC, it works 

inversely: a BER of 0 indicates perfect watermark retrieval, while 

values close to 1 indicate high dissimilarity between the original 

and extracted watermarks. Therefore, lower BER values 

correspond to higher system robustness. 

 

𝐵𝐸𝑅(𝑊, 𝑊′) =
∑ 𝑋

𝐿𝑤
𝑙=1 𝑂𝑅(𝑊(𝑙), 𝑊′(𝑙))

𝐿𝑤
                 (5) 

where W and W’ refer for the extracted and original binary 

watermarks, respectively. The watermark’s length is indicated by 

the parameter Lw. 

 

(a) 

 

(b) 

Figure 6: (a) A selection of color host images used for testing, 

sourced from the COCO dataset, and (b) the watermark image 

employed in the experiments. 

Analysis of Imperceptibility: 

        Imperceptibility is a key criterion for secure watermarking, 

ensuring that embedded information remains invisible to the 

human eye. To evaluate the proposed method, the logo image 

(Figure 6b) was embedded into COCO dataset images (Figure 6a) 

following the process in Section 4.1, and PSNR and SSIM values 

were calculated using Eq. (1) and (3). The results (Figure 7) show 

an average PSNR above 45.35 dB and SSIM values close to 1, 

indicating excellent watermark invisibility, as confirmed by 

visual examples (Figure 8). The nearly constant PSNR and SSIM 

across 250 host images also demonstrate the method’s robustness 

and reliability in consistently preserving imperceptibility, 

confirming that the proposed approach meets this essential 

criterion for effective watermarking. 

 

 

(a) 

 

(b) 

Figure 7: Results of imperceptibility (a) PSNR values and (b) 

SSIM values. 
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(a) 

(b) 

Figure 8: Depiction of Watermark Embedding: (a) Original Host 

Images and (b) Watermarked Outputs Produced by the Proposed 

Method. 

Analysis of Robustness Against Attacks: 

        Robustness ensures that a watermarking algorithm can 

accurately retrieve the embedded watermark even after the 

watermarked images undergo various attacks, making it a key 

criterion for evaluating performance under adverse conditions 

(Abdallah et al. 2009). In this study, NC and BER were used to 

test robustness. Watermarked images were subjected to a range 

of standard attacks, and the watermark was extracted following 

the method in Section 4.2. The extracted watermark was then 

compared with the original using Eq. (4) and (5), providing a 

comprehensive evaluation of the algorithm’s performance under 

typical distortions. 

No attack: 

        In this study, the watermarked images were evaluated under 

ideal, attack-free conditions. The average NC and BER values 

reflect the robustness of the proposed method. As shown in 

Figure (9), the method achieves an average NC of 0.9999 and a 

BER of 0.0026 across all tested color images, indicating excellent 

watermark decoding while preserving image quality without 

interference. 

 

(a) 

 

 
(b) 

Figure 9: Results of robustness without attack (a) NC values and 

(b) BER values. 

Noise Attack: 

        In this experiment, Gaussian and salt-and-pepper noise 

were applied to the watermarked images to test robustness. As 

reported in Tables 2 and 3, the method achieved NC values close 

to 1 and consistently low BER values (often near zero), indicating 

that the extracted watermarks remained highly similar to the 

original. These results demonstrate that the proposed approach is 

strongly robust to noise, especially Gaussian noise. 

 

Tables 2: NC and BER values under Gaussian noise attack. 

Strength 0.1 0.2 0.3 0.4 

NC 0.9999 0.9999 0.9999 0.9999 

BER 0.0026 0.0024 0.0023 0.0022 

 

Table 3:  Performance results (NC and BER) under Salt and 

Pepper noise disturbance. 

Strength 0.06 0.08 0.1 0.2 

NC 0.9995 0.9992 0.9987 0.9970 

BER 0.0058 0.0077 0.0100 0.0191 

 

JPEG Compression Attack: 

        JPEG compression is widely used to reduce image 

file size while maintaining some visual quality, making it an 

important factor in digital watermarking where storage and 

transmission matter. In this study, watermarked images were 

subjected to JPEG compression at different quality factors (QFs), 

with resulting NC and BER values reported in Table 4. For QFs 

between 70 and 90, NC remained near 1 and BER near 0, 

showing that retrieved watermarks closely match the originals. 

Lower QFs (50 and 30) caused noticeable degradation, especially 

at QF = 30, confirming the method’s strong resistance to JPEG 

compression at moderate to high quality levels. 

 

Table 4: Performance metrics for different JPEG quality factors. 

Strength-QF 90 70 50 30 

NC 0.9999 0.9999 0.9998 0.9998 

BER 0.0027 0.0028 0.0028 0.0029 

 

Filtering Attack:  

        In the proposed experiment, watermarked images were 

subjected to various filtering attacks, including Gaussian, 

average, and median filtering. The corresponding NC and BER 

values are presented in Tables 5, 6, and 7. Results indicate that 

increasing the mask size does not significantly affect NC and 

BER, and the proposed method demonstrates excellent 

robustness against all filtering attacks, particularly Gaussian, 

average, and median filtering, validating its strength 

 

Tables 5: Performance of NC and BER metrics after applying 

Gaussian filtering. 

Filter size 3*3 5*5 7*7 9*9 

NC 0.9999 0.9999 0.9999 0.9999 

BER 0.0026 0.0026 0.0027 0.0027 

https://doi.org/10.25271/sjuoz.2026.14.2.1740


                                     
 

DOI: https://doi.org/10.25271/sjuoz.2026.14.2.1740 204 

SJUOZ|VOL14|Apr 2026|P198-208 
Younus and Mohammed, 

 
Tables 6: Performance evaluation of watermark extraction after 

average filtering (NC and BER). 

Filter size 3*3 5*5 7*7 9*9 

NC 0.9999 0.9999 0.9999 0.9999 

BER 0.0026 0.0026 0.0026 0.0027 

 

Tables 7: NC and BER performance after applying median 

filtering to watermarked images. 

Filter size 3*3 5*5 7*7 9*9 

NC 0.9990 0.9990 0.9998 0.9999 

BER 0.0054 0.0054 0.0029 0.0028 

 

Geometric Attacks: 

        The watermarked images were tested against geometric 

attacks including rotation, cropping, and dropout. As shown in 

Tables 8, 9, and 10, cropping had minimal effect, with NC values 

close to 1 and BER near 0, indicating strong resistance. Similarly, 

rotation and dropout attacks produced NC and BER results close 

to ideal, demonstrating the proposed method’s reliability in 

extracting watermarks under geometric distortions. 

 

Tables 8: NC and BER values under Cropping attack. 

Strength 0.2 0.3 0.4 0.5 

NC 0.9999 0.9999 0.9999 0.9999 

BER 0.0026 0.0026 0.0027 0.0029 

 

Tables 9: NC and BER performance under rotational distortion. 

Strength 30% 45% 60% 90% 

NC 0.9999 0.9999 0.9999 0.9998 

BER 0.0023 0.0024 0.0024 0.0028 

 

Tables 10: NC and BER values under Dropout attack. 

Strength 0.1 0.3 0.5 0.7 

NC 0.9988 0.9958 0.9954 0.9954 

BER 0.0081 0.0210 0.0230 0.0216 

 

Visual Examples of Extracted Watermarks Under 

Attacks: 

        To complement the quantitative analysis, Table 11 presents 

visual samples of the extracted watermarks after applying various 

attacks. These examples include Salt and Pepper noise, JPEG 

compression, median filtering, rotation, and dropout. As 

observed, the proposed method successfully preserves the 

watermark's visual integrity under most attack conditions, 

consistent with the high NC and low BER values reported in 

Tables 2–10. 

 

Tables 11: Examples of recovered watermarks under different 

attacks. 

Attacks Recovered watermark 

Salt and Pepper 

noise (0.2) 

 

 

JPEG 

compression 

(QF=30) 
 

Median 

Filtering (3*3) 

 

Rotation (90%) 

 

Dropout (0.7) 

 

 

Comparison With Modern Techniques:  

        This section presents an empirical comparison between the 

proposed method and recent image watermarking techniques, 

focusing on imperceptibility and robustness. All methods were 

tested on the COCO dataset under identical conditions. As shown 

in Table 12, the proposed method achieves higher PSNR and 

SSIM values than alternative approaches, indicating superior 

visual quality and imperceptibility. Table 13 and Figure 10 

demonstrate its robustness against various attacks, including 

JPEG compression, Gaussian filtering, Gaussian noise, and Salt 

and Pepper noise, where it generally outperforms methods by 

Ahmadi et al. (2020) Tavakoli et al. (2023) and Jamali et al. 

(2023). In Dropout attacks, our method surpasses those of 

Ahmadi et al. (2020) and Tavakoli et al. (2023), but is slightly 

less robust than Jamali et al. (2023), while in Cropping attacks, 

some existing methods show marginally better resilience. 

Overall, the results confirm that the proposed method effectively 

balances high imperceptibility with strong robustness, making it 

a competitive solution among current image watermarking 

techniques. 

 

Tables 12: Assessment of visual quality metrics (PSNR and 

SSIM) for the suggested method versus other existing methods. 

Method PSNR SSIM Publication date 

Ahmadi et al. 2020 40.24 0.987 2020 

Rai et al. 2023 54.64 0.97 2023 

Tavakoli et al. 2023 40.1 — 2023 

Jamali et al. 2023 40.34 0.991 2023 

Padhi et al. 2024 46.87 0.95 2024 

Ma et al. 2024 35.973 0.992 2024 

Proposed method 45.35 0.996 2025 

 

https://doi.org/10.25271/sjuoz.2026.14.2.1740


                                     
 

DOI: https://doi.org/10.25271/sjuoz.2026.14.2.1740 205 

SJUOZ|VOL14|Apr 2026|P198-208 
Younus and Mohammed, 

 

Tables 13: Robustness Comparison (BER) Between the Suggested Method and Other Techniques. 

Attack Strength 
(Ahmadi et 

al. 2020) 

(Tavakoli 

 et al. 2023) 

(Jamali  

et al. 2023) 
Proposed method 

JPEG (BER) QF: 50 0.254 0.2725 0.263 0.0028  

Dropout (BER) 0.3 0.08 0.1171 0.017 0.0210  

Crop (BER) 0.035 0 — 0 0.0024  

Salt & pepper 

(BER) 

0.1 0.0910 0.0142 0.3410 0.0100  

Gaussian noise 

(BER) 

0.15 0.145 0.0754 0.327 0.0026  

Gaussian Filter 

(BER) 
𝜎 = 2 0.5 — 0.49 0.0027  

 

 

 

6. CONCLUSION 

        This paper proposed a blind and robust watermarking 

method for color images using deep learning, combining 

discrete wavelet transform (DWT) with a U-Net-based 

CNN to leverage the multilayer capabilities of DWT and 

the learned features of U-Net for an effective balance 

between imperceptibility and robustness. Embedding was 

performed in the Cb channel of the YCbCr color space 

using a DWT, with the watermark inserted into the HL1 

sub-band via a U-Net model enhanced with attention 

blocks. Evaluation on the COCO2017 dataset 

demonstrated high visual quality, with an average PSNR 

of 45.35 dB, SSIM of 0.996, and strong robustness against 

noise, JPEG compression, filtering, rotation, and cropping 

attacks.  

        Despite these results, limitations remain, including 

the lack of testing against resizing and histogram 

equalization, and the use of only a single colored 

watermark. Future work will address these attacks, explore 

multiple and diverse watermark designs, and optimize the 

model for deployment in resource-constrained 

environments. 
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